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The talk sheds light on the new trends of web attacks that are used by attackers to serve malware. A
variety of vulnerabilities in operating systems and websites are exploited to serve malware for
diversified infections. Attackers spread malware elegantly by exploiting the vulnerabilities through drive-
by downloads. Third generation banking malware such as SpyEye and Zeus have been devastating. Can
we turn the tables on them? This is possible only when we think like hackers. This presentation covers
the artifacts of being a real hacker and the thought process required to trace down the hidden
elements. In this talk | will emphasize live hacks that cover

1.) Website vulnerabilities like Cross Site Scripting (XSS), SQL Injection (SQLI), Local File Inclusion
(LFI), Remote File Inclusion (RFI) and other web attacks.

2.) There is a complete demonstration of an IRC-based bot to show how the IRC channels are used
to infect machines and extracting sensitive information.

Note: The talk covers 90% demos and very few slides. We are talking about hacking; let’s show the
attacks in the real world. This is all for educational purposes only.

Most of the work has been done under the guidance of Dr. Richard J Enbody.
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